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IT Security in Senior Living – How to keep 
your business and your residents secure
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Learning objectives

To understand the security 

risks to senior living 

organizations 

Become aware of the scams 

impacting your residents

Develop ways to educate 

your residents on risks

Develop ways to protect 

your organization
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Polling question

What percentage of nursing 
home patients use cell phones?

a) 25%

b) 5%

c) 65%

d) 85%
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Introduction

Session 1
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93% of people 55 and 

older agree that 

technology will aid them in 

aging in place (staying at 

home or in independent 

living communities longer).

Aging in Place
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Technology Use by Seniors

61%

of people over age 65 

have a smart phone

53%

of people 55 and older 

user some sort of 

adaptive health 

technology 

72%

of people over age 70 rely on 

technology to stay in touch. 

92% of users use video 

chatting and text messaging.  

74% use social media. 

90% use email

67%

of seniors use the 

internet (75% of whom 

use the internet daily)

17%

of senior report using 

online dating sites
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Technology Use in Senior Living Organizations

Rapid increase in use of iPads, 

Amazon Echos, and Facebook for 

video calls and interaction for residents

Use of robotics, wearable technology, 

and sensors to help combat nursing 

shortages

Smart Home devices make the senior 

living experience more enjoyable and 

residents more independent

Digital/virtual caretakers, assistants, 

and doctor appointments

1

4

3

2

Nurses/doctors using bedside iPads, 

computers, and smart phones for 

charting and EMR access

Virtual reality for rehabilitation and 

mental engagement

Artificial intelligence for diagnosis 

and treatment

5
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Security Risks at Senior 
Living Organizations

Session 2
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Why are Hackers Focusing on Senior Living?

Valuable and Sensitive Data (PHI)

Human Error

Limited Resources

Vulnerabilities

Mobile Technology Environment

Physical Security

Vulnerable Residential Population



11

Polling question

What is the most common and 
effective way hackers conduct 
a successful attack? 

a) Ransomware 

b) Phishing Emails 

c) Denial of Service Attacks 

d) Cracking Passwords
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Common Attack Example

Leads to exposed data, 

access to systems, 

possible financial loss, etc.

Email Phishing Unauthorized Access Ransomware / Malware
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Risk!
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In The News
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Regular data backups that are encrypted

Network segmentation

Patch software

Routine monitoring

Separate guest/resident networks

Multifactor authentication for medical systems

Educate employees on risks and test

Physical security controls 

Take away administrator rights of users

Encrypt data at rest and in transit

Protecting Systems
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Not just covered entities

Training employees

Disclosure

Business associate agreements

Understand the requirements of the 

security, breach, and privacy rules 

OCR now doing audits and fines

HIPAA Compliance
HIPAA has teeth now, it’s a good time to revisit your compliance
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Important Controls Related for HIPAA

2

Access Controls

1

Policy and 

Procedures

4

Audit Controls

5

Physical 

Safeguards

MFA and Password 

Parameters

3

5

Contingency Plans

6
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Impacts of an Attack

Locked out from networks

Compromised Network Data Loss

Data breach and costs 

associated with that

Financial Loss

Inability to provide 

patient care
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Educating Residents on Scams

Session 3

Teaching Your Residents about 

Scams and Internet Safety is as 

Important as Treating their Health
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Polling question

What is the most common way seniors 
fall victim to fraudulent scams? 

a) Government Imposters (IRS/Social Security) 

b) “Grandma help, I’m in trouble” scam

c) Looking for Love in all the Wrong Places

d) Email Phishing 

e) Mail (Letters) Scams
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The FBI estimates that 

seniors lose almost $30 

billion a year annually to 

scams

Average senior individual 

loss was $34,000

Scams Online are Common
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The most common way 

scammers are successful: 

asking for gift cards

400% increase in cybercrimes 

in the last five years

Seniors are the least likely age 

group to report fraud or a scam

More Stats!
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How We Educate Residents

Sample slides and content for 

residents, but information anyone in 

Senior Living should be aware of!
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Example 1
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Example 2
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Be patient and understanding

Make it easy to communicate

Inform them frequently

Don’t scare them away

Educating Residents
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Educating Residents: 
Social Media

Keep Accounts Private

Don’t Accept All Friend Requests

Use Unique Passwords 

Special Characters and 

Numbers (@,!,22)
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Be Cautious

Don’t Give Out Personal Info

Ask to Video Chat

Find Love!

Educating Residents: 
Dating Sites
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If skeptical, don’t proceed

Common sites

Regularly update system

Ad-blocker

Educating Residents: Browsing the Web
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Additional Resources for 
Educating Residents

Session 4

FTC Videos: Cyber Safety



berrydunn.com

Questions?

207.541.2290

cellingwood@berrydunn.com

Christopher Ellingwood
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