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Learning objectives

4 Understand key components of
information security

4 |dentify real-world cybersecurity
risks

4 Consider strategies to mitigate
risks facing nonprofits




Cybersecurity 101

—=o Confidentiality

Only authorized individuals
can view the data

Integrity ¢

Data is complete
and reliable

—=o Availabllity

Data and systems are
accessible when needed
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Real-world Risks
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Cloud
Misconfig.

Stolen
Credentials

Social
Engineering

Unpatched
Vulnerabilities

Lost or
Stolen
Devices

Malicious
Insiders

Business
Email
Compromise




Real-world Costs

$4.35

million

Average cost of a breach, globally
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Real-world Costs

$4.54

million

Average cost of a ransomware breach
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Real-world Costs

Healthcare

Highest cost of breaches by industry
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Real-world Costs

83%

Organizations who experienced more than one breach



Real-world Costs

Breaches that occurred in the cloud



Real-world Costs

Average time to detect and contain a breach



In the News
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What to do

I\ THi5 CORNER WE HAVE
S FIREWALLS, ENCRYPTION,
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The 90/10 Rule

And what it means for your nonprofit

410% of security safeguards are technical

490% of security safeguards rely on the
user to adhere to best practices and
follow policies and procedures

o)

m Technology = Users




C.ILA. -> C.ILA.A.?

Confidentiality

Only authorized individuals
can view the data

Integrity Avalilability
Data is complete Data and systems are
and reliable accessible when needed

Accountability

Trace actions to users
and hold responsible
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What to do

Embrace a culture of security

Backups
Maintain offline,

encrypted,
Awan:er)ess immutable Vulnerability
Training backups Management

Users need to be
trained regularly
and effectively

Scan for, and
address, known
vulnerabilities

Incident
Response

Framework
Adopt a
framework to
guide your
program

Create, maintain,
and exercise a
cyber IRP




What to do

Embrace a culture of security

Framework
Adopt a
framework to
guide your
program




Polling question



What to do

Embrace a culture of security

Awareness
Training
Users need to be
trained regularly
and effectively




Polling question



What to do

Embrace a culture of security

Backups

Maintain offline,
encrypted,
immutable

backups




What to do

Embrace a culture of security

Vulnerability
Management

Scan for, and
address, known
vulnerabilities



What to do

Embrace a culture of security

Incident
Response

Create, maintain,
and exercise a
cyber IRP




Polling question



Brian Hadley, CISSP, HCISPP, CMMC-RP

bhadley@berrydunn.com
203.288.6860

@ BerryDunn berrydunn.com


mailto:bhadley@berrydunn.com

	Protecting Your Nonprofit: Cybersecurity Risks and Mitigation
	Agenda
	Slide Number 3
	Cybersecurity 101
	Real-world Risks
	Real-world Costs
	Real-world Costs
	Real-world Costs
	Real-world Costs
	Real-world Costs
	Real-world Costs
	In the News
	What to do
	The 90/10 Rule
	C.I.A. -> C.I.A.A.?
	What to do
	What to do
	Slide Number 18
	What to do
	Slide Number 20
	What to do
	What to do
	What to do
	Slide Number 24
	Questions?

